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Concessioni Autostradali Venete - CAV is a motorway Company, the only motorway
infrastructure in the area between the cities of Venice, Padua and Treviso, part of corridor 5 of

the TEN-T networks, and connected with important intermodal hubs (Port and Airport)
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STRATEGIC
RELEVANCE OF THE
COMPANY

Three main European zones are of interest for
the Company:
. - The Mediterranean Corridor through the E70
§ - The Scandinavian-Mediterranean Corridor
through the E55
' | - The Baltic-Adriatic Corridor through the E45

Geographical presence: a key section on A4 comidor

@ corridor méditerranéen

D Lyon-Turin
~  Corridor scandinave-méditerranéen

Corridor baltique-adriatique
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GRANT AGREEMENT- CAV

Concessioni Autostradali Venete — CAV, will extend the geographical coverage of the C-ITS
Services network (actually implemented along the A57 Mestre Beltway), along the A4
motorway along the sections “Passante di Mestre” and “Padua to Venice”. The planned
activities are:

- upgrade of the existent fibre optical network to connect the RSUs with the Traffic Control Centre

- new infrastructural asset network of poles as support of the RSUs antennas;

- supply of G5 (802.11p) RSUs;

- upgrade of the TCC software platform to manage the new Use Cases

- upgrade of the DATEX Il node to manage the new Use Cases;

- implementing activities to build the new C-ITS network.

The location of the proposed activities are the following Italian A4 Motorway sections:
» from km 363+724 to km 374+650 (A4 Padua to Passante di Mestre section)
» from km 374+650 to km 406+976 (A4 Passante di Mestre section)
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CITS —CAV SHORT RANGE G5 NETWORKS

IN TOTAL 33 RSU

->12 in A57

->19in A4
-> 3 Test

5 Mobile OBU

inistero FEE -
Infrastrutture x . Co-funded by . (\ C-ROADSJ
Trasporti U the European Union J itavz 1TALYs
EVENTO FINALE 23 NOV 2023 5



USE CASES IMPLEMENTED

A4 —PASSANTE DI MESTRE:
) *RWW-LC: roadworks warning: lane closure
m) *HLN-WCW: weather condition warning
m) *HLN-SV: stationary vehicle
m <HLN-TJA: traffic jam ahead

A57-A4 MESTRE - PADUA:
m <HLN-EPVA: emergency vehicle approaching
m ¢[VS: in vehicle signage (with speed limit)
®» RWW-WM: winter maintenance
m) +HLN-OR: obstacle on the road
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MILESTONES

Planned date

28

34

41

49

56

61

66

31.10.2020

30.12.2020

30.06.2021

30.06.2023

31.01.2023

30.04.2023

30.06.2023

31.12.2023

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

To be
achieved

as planned
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RSUs Supply

First DATEX Il and C-ITS software upgrade

Installation RSUs on A4 Motoway section
between Padua and Passante di Mestre

Upgrade of fiber optical network along the A4
Passante di Mestre network

Second DATEX Il and C-ITS software
upgrade

Implementation of the infrastructural pole
network along the A4 Passante di Mestre
motorway

Implementation of the final version of the TCC
software platform

Final field testing activities
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DELIVERABLES

Nr. M. Planned date

D2.1.5 Definition and planning of the technical RSU installations Achieved
D216 Technical specification for the DATEX_I! Upgrade, C-ITS Uses Cases technical Achieved
specification
Technical Use Cases specification for the test on motorway, internal
D2.1.7 requirements for the test on motorway according to the motorway operation Achieved
department
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ACTIVITIES ALONG THE A4 MOTORWAY «PASSANTE

CONCESSIONI
AUTOSTRADALI
VENETE
Consesaie Autostrads Venele S 54 ~ Via Dofbenign, 644 30175 Veneza
AREA TECNICA
Servisio Tecnologle = Implanti Controllo Traffico

.
SERVIZIO: RILIEVO DELL'INFRASTRUTTURA D TELECOMUNICAZION DEL TRATTO AUTOSTRADALE Ad-
PASSANTE DI MESTRE

IMPRESA: SIRT S.p.A. ~ INOVATIVE S.r.l
AGGIUDICAZIONE: prat, 0013400/2021 del 17.11.2021

CIG; 8327008000

CONCESTION]
AUTCSTRADALI
VENETE

DIREEINNE LEGALE E APPROVUIGHISAMENT]
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Promos

OGGETTO:  VERBALE DELLA RIUNIONE DI DIREZIONE ESECUZIONE DEL CONTRATTO DEL 08/02/2022
ENTE/IMPRESA PRESENTI FIRMA
CAVS.pA Ing. Nicola Busatta DEC
CAVSPA T | Alessandeo Zampier
(cavspa Faolo Bareatn
SIRTI 5. Stafana Tortato
SIATISp A Nicola Incoronato _- 4
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Nella giornata 8 Febbraio 2021 presso |a sala riunioni Cabota in sede CAV sl & tenuta la riunione
ldl coordinamento per I'inizio dei lavori di inserimento codino in uno dei tubi liberi del tritubo
lungo il tratto autostradale dell’A4 dal chilometra 375 al chilometro 406 (dirszions EST o
\direzione OVEST) e rapida verifica dell‘altro tubo tramite aria compressa. Si stimano 2 mesi per il
lcompletamento dell‘attivita; il lavoro werrd suddiviso in tratte concordate ogni 2/3 giorni
lavorativi. Le attivita inizieranno Il 14 Febbraio 2022, ere 8.00 con Incentra all’ex casello di Dola,
da qui si comincerd la posa in direzione Est (Cl-chilometrica 375.020) fino a Spinea (€5 -
chilometrica 382,200 est).

il lavora verrd svolto sul campo da 3 tecnic di Inovative S.r.l. con il supporto di un assistente
reperibile di SIRTL. | Tecnici di Inovative si mueveranno con 2 furgoni attrezzati lungo e strade
poderali; I'accesso ai pozeettl interni alla recinzione avverra tramite scala. Non & al momento
previsto di accedere agli impianti attraverso la sede autostradale, nel caso si rendesse necessario
verranno concordati puntuali approntamenti predisposti da CAV.
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ASSESSMENT OF THE EXISTING FIBER OPTICAL
NETWORK TO CONNECT RSUs ALONG THE MOTORWAY
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ON FIELD RSUs INSTALLATIONS USING EXISTING INFRASTRUCTURES
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C-ITS IS PART OF THE NEW TRAFFIC CONTROL CENTER SOFWARE

DATEX Il SOFTWARE UPGRADE — SHORT AND LONG RANGE NETWORK

Rovereto Conegliano

Montebelluna

. Bassano
dazampi A y del Grappa
ESER -

Device Management
C-TS

Mappa
PMV

Verona Mira Venezia
San Glovanni Padova
Lupatoto
[s5434) Albignasego
[ 55434
Chioggia
C - ITS Link C\
| 55434
Integrated e
R Rovigo N
. . Aar
functionality
Tagliodi,Po
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NEW TCC SOFTWARE PLATFORM — C-ITS TOOL INTEGRATED

The new TCC Software platform has a link to the C-ITS interface.

This interface has four instances:

RSUs Maps: show the RSUs on map

RSUs Management: Manage the RSU’s details
RSUs Monitoring dashboard

Broker AMQP dashboard

= CHTS Platform

(R

At lpcrioge e d ! Eeaher AMGH

= C-ITS Platform

= C-ITS Platform

[http-nio-8080-exec-2] AmgplnboundServicelmpl - [DENM][555555555] - Received ETSI message from
AMQP for 1 RSU/s

UdpOutbound Servicelmpl - [DENM][555555555][31544] Sending
U2UdU1FFUTDEUUUUWEHAECCUUT&5545[]U3EEUUUUUUUUUUUUUUFUUUUUUUUUUUUUUUUUUUUUUUUUU1EDUEU1
Tlogia S50 K islsiie  Kom Finale Lst . 211D1AE3ET108E8D71BDI9C1183F443A1E460FD10EBTD0BF55C0728F2650384384E1118A88AA838403
CE0180590085C17558E702010B82EAB1CE04021705D5639C0804 2E0BAACTIS10085C17558E7020108
82EAB1CEN4021505D5639C08042A0BAACTI810085417558E70200FFB2CCF1CEN4021505D5639C0804
2A0BAACT3I810085417558E702010A82EAB1CEN4021505D5639C08042A0BAACT 381008AC18438E7020
10AG2EAB1CEQ4021505D5639C08 04 2A0BAACTI810085417558E702010A82EAB1CEN4021505D5638C0
C00000320FC17402010599E39C402150505639C402150505639C402010599E39C4021505D5639C40215
05D5639C4021505D5639C4021705D5639C40217050 5639C4021705D5639C4021705D5639C4021705D5
639C4021705D5639C402010599E39C4021705D5639C4021705D5639C4021705D5639C4021705D5639C
4021705D5639C402170505639C4021705D5639C402170505639C4022D0610E39C0880752E0 = JSON:
{'messageType”"DENM","version"-"v1 3 1" "extraParam™{"codiceStrada"-"a57" "expiryTimestamp 6018296
50000"‘evemSUurce":"daw","kmlniziu":nu\|,"rsuLisl":[{"id”:"33""‘ip”:"10.7.6.16""'prc|vider":"CUhda","smarlruad
1d":14,"denmVersion""v1.3.1","ivimVersion":"v1.3.1","camVersion": v141}] "kmFine":null," prmntYU "isRep
etition"-false." headmgF‘nsmnn 1) creatlnnTlmestamp ~1674741338404 "cerified"-false,"value"-null,"key" null,

"dirartinn"-"rracranta"l "haadar" MarmtnenVarsinn ™My alia™ 2 "mas=anal™ Myalie™ 11 "statinnlN "My alua-5
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SHORT RANGE — C-ITS EVENTS

. -

CREATE C-ITS EVENTS

SEE THE C-ITS EVENTS ON MAP

SEND THE EVENTS TO THE RSUs

| i " Mestre

b= ‘ =

’ e
M 75U 6 peap s
File  Modifica  Visualizza  Vai  Cattura  Analizza  Statistiche  Telefonia  Wireless  Strumenti  Aiuto w o 3

. & g > iy = ok
4Am 7@ R G Q & = ‘= R, 17 1
| Its-vZ messagelD==1 .
i

No. Tirme Source Destination Protocol  Length  Info an =)

-oesae
ek

w denm
W management
» actionID
detectionTime: 20823-87-25 18:42:32.141 (617366557.141 s) (617366557141/@x6fbdeallds)

referenceTime: 2023-97-25 19:42:32.141 (617366557.141 s) (617366557141 /ex8fbdeallds)
eventPosition

relevanceDistance: lessThani@@éa (4)

et M MONITORING AND CHECKING

w situation

informationQuality: highest (7)
v eventType
causeCode: adverseWeatherCondition-Pracipitation (19)

SRR . THE C-ITS MESSAGES RECEIVED ON RSU

8 28 of 4d 88 8c 91

~
[Be ad &b fd b4 07 29 17
1f 81 e3 B4 c@ 48 cB 3f
fd 15 bec <7 18 7 10 83
7 18 &7 18 @1 5c 82 71
71 88 ~
@7 ge (its-v2.denm_element), 193 tyte Pacchetti: 10604 * visualizzati: 1944 (15.0%) Profilo; Default
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LONG RANGE: C-ITS EVENTS, SENDED TO SHORT RANGE NETWORK, ARE ALSO SENDED
TO THE BROKER AMQP (TIM)

A0 E8EEECEB A

I: Infrastructure to \Vehicle Information Message 3:50:27 PM
.
g Road and Lane Topology Message 3:50:32 PM
.
: Traffic Light Maneuver Message 3:50:32 PM
.
% Road and Lane Topology Message 3:50:32 PM

o .

Lonens g Traffic Light Maneuver Message 3:50:32 PM
i Road and Lane Topology Message 3:50:33 PM
L -

: Traffic Light Maneuver Message 3:50:33 PM
.

=_= Road and Lane Topology Message 3:50:32 PM
§ Traffic Light Maneuver Message 3:50:32 PM
.

3 Road and Lane Topology Message 3:50:33 PM
"

=‘ Road and Lane Topelogy Message 3:50:33 PM
.

% Road and Lane Topology Message 3:50:33 PM
i' Infrastructure to Vehicle Information Message 3:50:28 PM
i Infrastructure to Vehicle Information Message 3:50:28 PM
B e P e il I arm A T A SR 3-5M1-78 DA

Q

ads | ITS £}

Ministero . -
delle Infrastrutture ’ Co-funded by . (\ C-ROADS(
e dei Trasporti : the European Union ZJ avz maLys
EVENTO FINALE 23 NOV 2023 14




SECURITY — PKI

C-ITS certificate policy |

Legend;
TLM ... trust kst manager
CPOC _ C-ITS point of contact

Enralment of C-ITS stations
= Authofization tickets aCquisition process
—— Trust lists acquisition process
------ RCA registration process
==+ Signature and publication of trust list
== CA certificates generation

CA . certification authority
EA _ enrciment authority
Ad . authorisation athority

: 'f@,ﬁm

r%ﬁ AE Bk

Additional root CAs run in Europe by e.g. Member
State authorities or private organisations providing
certificates to specific users.

e

ECTL
Trust list
oL ﬁa QE manager

EU RCA
certificate m

registration) E validation E
i -L-t—l—

Oper r

-rC-I'I'S EU

eca ig-BE- il =

Roat Distribution
l“"'ﬂ"h'l" Ak center

certificate G} '@cert ficate

Inter na:"‘““‘“"““"“rm.—na:

Authorization
amhorlty

Enrolment
l1.|llmnril1|I

y
Enrolment .hl.rtllurl ation
credential tbcl:eu
provision provision

EC AT 'ﬂ

rnltlll C-ITS station

uparnnr

configuration with
trusted certificates

Trust lists
acqulution Process

C-ITS station

®

1"'5'\
U
C- l'I'S station

Test

Productive

Level 0 available on request for larger field tests and pilots

1 | L1 stations can be registered at L1 PKIs |

----------------
- -

Transition phase for
productive systems

End of

1
1
1
1
I

transition phase

Level 1 Legacy y

L1 and L2 stations shall be
distinguishable by the receiver

Every new productive” station or PEl has to
reat L2 reguirements

PKI-LO: Public Key Infrastructure - Level O : Test &
Pilot

-> we already get this level through ATOS

PKI-L1: Public Key Infrastructure - Level 1

-> we just started working for this level.
-> we already get the certificate ISO27001
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HIGHLIGHTS

C-ITS NETWORK: «HYBRID» APPROACH IMPLEMENTED;
C ITS EVENT SENDED BOTH TO SHORT RANGE (G5) AND LONG RANGE (5G) NETWORKS;
90% OF CAV MOTORWAY SECTIONS COVERED,;

C- ITS FUNCTIONALITIES INTEGRATED IN THE TRAFFIC CONTROL CENTER SOFTWARE;

PUT INTO OPERATION
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THANK YOU

Ing. Nicola BUSATTO
Head of Technology
nbusatto@cavspa.it

Verbna, 23/11/2023 e Co-funded by
255k o dei Trasport the European Union
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